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GROW WITHOUT LIMITS
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Apuntes de Perl =ZEVENET
Little brief

What is Tor?

% Free software

% Privacy and anonymity o —

* Non-profit BROWSER
% Open and distributed network Oonl

% Different applications

o Tor Browser:
m Web browser
m Privacy by default
m Uses the Tor network
o Orbot
o Onion services
m Bidirectional anonymity
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How Tor works?

E) How Tor Works: 1 €03 Tornode Ef) How Tor Works: 2 2 Tornode
« « 4 unencrypted link « « = unencrypted link
—p oncrypted link —p oncrypted link
Alice Alice
—d - = | 0 . =
— S - -
. 5 Step 2: Alice's Tor client
Step 1: Alice’s Tor
client obtains a list picks a random path to

of Tor nodes from -

adirectory server. —r

Jane links are in the clear.

Dave

destination server. Green -
|sroTr links are encrypted, red - _,

Bob Dave

(I

The green path is encrypted; the red one is
not safe. Please, use HTTPS.
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Alice wants to surf on the internet safe.
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It is not just encryption, it is anonymity!

e Tor uses encryption to hide the data sent but encryption cannot protect you
from some kinds of attacks or techniques.

e Tor hides your location, personal data, network metadata..

ANONYMITY

www.zevenet.com
DISCLAIMER: This document is strictly private, confidential and personal to its recipients and should not be copied, distributed or reproduced in whole or in part, nor passed to any third party
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Tor Traffic (1)

Directly connecting users

N "\N\f\./\\/\[\/\fw\./\f/'\

1500 000 -
1 000 000 -

500 000-

2018-07 2018-08 2018-09

The Tor Project - https://metrics.torproject.org/
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Tor Traffic (ll)

Number of relays
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The Tor Project - https://metrics.torproject.org/
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Tor Traffic (1)

Relay platforms
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The Tor Project - https://metrics.torproject.org/
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How Onion Services work? (1)

@ Tor cloud

A& Tor circuit
Introduction points
»

) 1 @D rubiic key
Step 1: Bob picks some —
introduction points and (— One-time secret

builds circuits to them.
- Rendezvous point

Alice wants to use Bob's service. Both want to be safe :-)
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How Onion Services work? (11)

TOF onion services: Step 2 E{::; TOE onion services: Step3 TR

Introduction points Step 3: Alice hears that AT Torck
E XYZ.onion exists, and she Introduction points
: m Public key requests more info from
Step 2: Bob advertises ' the database. She also @D rubic key
his service -- One-time secret sets up a rendezvous :
XYZonion--atthe & | point, though she could One-time secret
database. - Rendezvous point i % ’

have done this before.

- Rendezvous point

Bob builds a descriptor and upload it. Alice fetches the descriptor and builds a
rendezvous point.

Wwww.zevenet.com
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How Onion Services work? (I11)

TOE onion services: Step 4 8 TOE onion Services: Step 5 W e
Step 4: Alice writes a AW Tor circuit AA Tor circuit
E'e]zzfya&:;%? g?() listing Introduction points Introduction points
Lh,ﬁ,rg':,‘:,iz.;?,‘.‘: sp:(i,?;t @B ruviic key Step 5: Bob connects to ‘ m @B Pusic key
and asks an introduction & One-time secret the Alice’s rendezvous — O time seceet
point to deliver it to Bob. GG Rendezvous point ggg‘tl?r?: s.:grvelses i IEE Rendezvous point

Alice send an introduce message to
Bob indicating how to reach
rendezvous point.
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How Onion Services work? (1V)

DISCLAIMER: This document is strictly private, confidential and pers

Step 6: Bob and Alice
proceed to use their Tor
circuits like normal.

Q Tor cloud

AT Tor circuit
Introduction points
m Public key
One-time secret
- Rendezvous point
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